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(54) A system for enciphering and 
deciphering digital signals 

(57) A transmitter for enciphering in- 
formation bearing RF signals in di- 
gital form has a data enciphering 
circuit 1 2 which utilizes a first key 
common to all receivers. The first 
key is charged by a key generator 
14 of the transmitter, which sends 
an individual message to each re- 
ceiver, each message being itself 
enciphered in a second key which is 
peculiar to only one receiver or 
small group of receivers and which 
message includes a change of the 
first key. The key generator 1 4 is 
controlled by an initiate new key 
circuit 20. At each receiver there is 
a comparator responsive to the cor- 
rect address in a key change mes- 
sage which will thereafter permit 
the deciphering of the key change 
message in the key peculiar to that 



particular receiver or small group of 
receivers. The new first key is then 
used at the receiver to decipher 
subsequent information bearing 
messages. 
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SPECIFICATION 

A system for enciphering and deciphering 
digital signals 

5 

The present invention relates to means for 
enciphering or encripting messages in digital 
format and which may have particular applica- 
tion to the communications industry. The in- 

10 vention is particularly applicable to the enci- 
phering and deciphering of audio signals, for 
example those usable in some form of sub- 
scription radio or cable format. The invention 
has substantially wider application and may 

1 5 be usable with the enciphering of video sig- 
nals, for example, for a subscription television 
broadcast or for cable television, and also has 
utility in the area of satellite transmissions, 
both of audio type signals, video signals and 

20 other forms of information, such as data 
which can be transmitted in digital form. 

According to one aspect of this invention, 
there is provided a transmitter for enciphering 
digital information bearing signals, comprising 

25 means for using a first key to encipher the 
digital signals, means for transmitting the en- 
ciphered digital signals to a plurality of receiv- 
ers, means for changing said first key, means 
for enciphering, in a second key, an informa- 

30 tion message as to the change in said first 
key. and means for transmitting to said plural- 
ity of receivers, said message in said second 
key as to the change in said first, key. 
According to another aspect of the inven- 

35 tion, there is provided a receiver for decipher- 
ing enciphered digital information bearing sig- 
nals, comprising first deciphering means res- 
ponsive to a first key for deciphering said 
digital signals, means for changing said first 

40 key including second deciphering means res- 
ponsive to a message enciphered in a second 
key and which includes a change in said first 
key. 

The invention provides an enciphering sys- 

45 tern which has two levels of security, the first 
level providing enciphering of the information 
bearing signals, with the second level of secu- 
rity being used to encipher changes in the 
code or key for deciphering the information 

50 bearing messages at the first level of security. 
Preferably, the second level of security in- 
cludes a separate independent enciphering 
key for each receiver in the system. 
However,, the principles disclosed arc 

55 equally applicable with a separate deciphering 
key for each small group of receivers. Use of 
the term receiver should be understood to 
include a small group of receivers. Whctt is 
important is not to use a deciphering key 

60 common t-> more than a small number of 
individual subscribers. 

The transmitter may bo arranged to regu- 
larly broadcast or transmit information bearing 
messagus in on<:iphorocl form in n particular 

6S key. which may be changod on ;i p-.-» indie 



basis. 

The invention is illustrated diagrammatically 
in the accompanying drawings wherein:- 
Figure 1 is a block diagram of. a transmitter 
70 according to this invention; and 

Figure 2 is a block diagram of the receiver 
according to this invention and usable with 
the transmitter of Fig. 1 . 
As indicated above, the two level security 
75 enciphering concept disclosed herein has ap- 
plication in a wide variety of communication 
systems. It is usable in satellite transmission, 
subscription television, subscription radio, 
cable systems and various forms of data trans- 
80 mission. The following description will be par- 
ticularly applicable to the enciphering of digi- 
tal audio information, although quite obvi- 
ously, when considering the above comments, 
the invention should not be so limited. 
85 In Fig. 1 a source of audio information in 
digital form is indicated at 10 and is con- 
nected to a data enciphering circuit 12 which 
may, for example, utilize a Fairchild 9414 as 
the basic integrated circuit for enciphering the 
90 digitized audio information. The sourc of 
digital audio information is connected to the 
data part of enciphering circuit 1 2. A key 
generator 1 4 is connected to the key port of 
enciphering circuit 12 and will provide the 
95 key use in enciphering the digitized audio 
information. Thus, the output from encipher- 
ing circuit 12 is the digitized audio informa- 
tion enciphered in a particular key referred to 
hereinafter as the first key. 

100 The output signal from circuit 12 will pass 
to a signal combiner 16 and then to a modu- 
lator 1 8 which will transmit the information in 
a form appropriate for the particular, medium, 
whether it be broadcast, cable or satellite. 

105 As indicated above, the first key will be 
changed on some type of regular basis to 
provide a more secure system. An initiate key 
change circuit is indicated at 20 and will 
effect the formation of a new key by key 

1 10 generator 14. The new key will then be 

applied in block 1 2 for the enciphering of the 
ditigized audio information. The initiate new 
key signal is also applied to an address se- 
quencer 22 which will effect a search of valid 

1 1 5 subscriber addresses stored in a random ac- 
cess memory or subscriber data base 24. The 
subscriber list may not be searched in any . 
particular order, as what is important is to 
insure that each subscriber whose address is 

120 still valid will be addie:>sed any time there is a 
key change. 

Connected to the subscriber dat* base 24 is 
a key generator 26 which may be in the form 
of a read only memory or ROM and which will 

125 include a separate independent key for every 
subscriber in the overall system. The output 
from key generator 26 is connected to a key 
enciphering circuit 28 which will receive at its 
data pert the new key from key generator 14. 

130 In this connection key generator 14 may be a 
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random number generator which creates inde- 
pendent non-repetitive keys. The new key 
provided at the data port will be enciphered 
by the series of keys provided from key gener- 
5 ator 26 with the result that each message will 
include an address and an enciphered new 
key with the enciphering being done in a 
second key which is different for each re- 
ceiver. This message is the output from circuit 

10 28 and is connected to the signal combiner 
for subsequent transmission as described 
above. Thus, every time there is to be a 
change in the first key for enciphering the 
information bearing signals, this change in 

1 5 key itself is enciphered in a message which 
includes an address and the first key enci- 
phered in a second key with the second key 
being peculiar to only a single receiver. 
Referring to the receiver shown in Fig. 2, 

20 the information bearing and key change mes- 
sages described in connection with Fig. 1 are 
received at a demodulator 30 which provides 
the control and information bits to a demulti- 
plexer 32. There are two outputs from demul- 

25 tipfexer 32. One output designed the audio 
channel at 34, is connected to a data deci- 
phering circuit 36 which has a data port and 
a key port. The enciphered information bear- 
ing signal will be provided at the data port 

30 and the output from data encipher circuit 36 
will be the audio information in usable form. 

A memory 38 which will contain the parti- 
cular key or first key usable at a specific time 
is connected to the key port of data decipher- 

35 ing circuit 36 and thus will provide the means 
for deciphering the coded information bearing 
signals. Again, the particular integrated circuit 
for the data deciphering circuit may be a 
Fairchild 9414 suitably connected for deci- 

40 phering. 

The second output from the demultiplexer 
32 is a control channel indicated at 40 which 
is connected to a first data selector and buffer 
amplifier circuit 42 and a second similar cir- 

45 cuit 44. Circuit 42 will select the address 
portion of a control message, whereas, circuit 
44 will select the message portion. Circuit 42 
is* connected to a comparator 46 wherein the 
address portion of the message is compared 

50 with a hard-wired address in a ROM 48. 
Assuming there is a valid comparison and 
thus that the message is for that particular 
receiver; there will be an output from compnr- 
ator 46 to a gate 50 and to a random access 

55 memory (RAM) 52. RAM 52 will receive the 
enciphered key portion. of the message from 
data selector 44 with this key being temporar- 
ily stored in the RAM. When an appropriate 
signal is received from comparator 46, the 
' 60 enciphered message in the RAM will be 

passed through gate 50 to the data port of a 
second data deciphering circuit 54. The key 
port of data deciphering circuit 54 is con- 
nected to o ROM 56 which will have a hard- 

65 wired kny peculiar to a p.nMou!ar receiver 



Thus, the enciphered new key, or first key, 
will be received at the data port of circuit 54 
and the key for deciphering such message will 
be received at the key port from ROM 56. 

70 Again, circuit 54 may utilize the above-de- 
scribed integrated circuit or one of like kind 
and quality. The output from circuit 54 will be 
the deciphered new first key which is stored 
in memory 38 so that subsequent data bear- 

75 ing messages may be deciphered. 

To summarize, the two level security system 
disclosed herein utilizes a first key to encipher 
information bearing messages in digital form. 
The first key will be changed on either a 

80 regular or random basis, depending upon the 
security safeguards necessary in the particular 
communications environment. When there is : 
to be a change in the first key, the new first . 
key is itself enciphered in a message which is ? 

85 peculiar to each individual receiver or to a T 
small group of subscriber receivers as de- 
scribed above. Such message will include the 
address of a receiver and the first key enci- 
phered in a code peculiar to that particular 

90 receiver. Thus, there will be a series of such 
messages, one for each receiver in the sys- 
tem. At the receiver the enciphered first key 
will be deciphered by the second key peculiar 
to that receiver. The deciphered first key will 

95 then be utilized in deciphering subsequent 
information bearing digital messages. 

Whereas the preferred form of the invention 
has been shown and described herein, it 
should be realized that there may be many 
1 00 modifications, substitutions and alterations 
thereto. | 

CLAIMS 

1 . A transmitter for enciphering digital in- 
105 formation bearing signals, comprising means 
for using a first key to encipher the digital 
signals, means for transmitting the enciphered 
digital signals to a plurality of receivers, 
means for changing said first key, means for 
1 10 enciphering, in a second key, an information 
message as to the change in said first key, 
and means for transmitting to said plurality of 
receivers, said message in said second key as 
to the change in said first key. 
115 2. A transmitter according to claim 1, 
wherein in said second key is different for 
each of said plurality of receivers. 

3. A transmitter according to claim 1, 
wherein said information messsage includes an 

1 20 address for coch of said plurality of receivers, 
with said second key being different for each 
of said plurality of receivers. 

4. A receiver for deciphering enciphered 
digital information bearing signals, comprising 

125 first deciphering means responsive to a first 
key for deciphering said digital signals, means 
for changing said first key including second 
deciphering means responsive to a message 
enciphered in a second key and which in- 

1 30 ckultts a change in said firjt ki;y. 
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5. A receiver according to claim 4 includ- 
ing address means responsive to an address 
portion of said key change message for ena- 
bling said second deciphering means. 
5 6. A receiver according to claim 4, 
wherein said second deciphering means is 
responsive to a key peculiar to only one 
receiver. 

7. A transmitter for enciphering digital in- 
10 formation bearing signals substantially as 

hereinbefore described with reference to Fig. 
1 of the accompaying drawings. 

8. A receiver for deciphering enciphering 
digital information bearing signals substan- 

1 5 tialiy as hereinbefore described with reference 
to. Fig. 2 of the accompaning drawings. 
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